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Abstract

Protocolswhich solve agreementproblemsare essentialbuilding blods for fault tolerant dis-
tributed applications. While many protocolshavebeenpublished little hasbeendoneto analyze
their performanceThispaperrepresents startingpointfor sud studiespyfocusingontheconsen-
susproblem,a problemrelatedto mostother agreemenproblems.The papercompaesthe latency
of two consensuslgorithmsdesignedor the asyntironousmodelwith failure detectos: the Paxos
algorithm and the Chandia-Toueay algorithm. We varied the numberof processesvhich take part
in the execution. Moreover, we evaluatedthe latencyin different classesof runs: (1) runs with no
failures nor failure suspicions(2) runs with failures but no wrong suspicions.We determinedhe
latencyby measuementson a clusterof PCsinterconnectedvith a 100 MbpsEthernetnetwork. We
foundthatthe Paxosalgorithmis more efficientthanthe Chanda-Touey algorithmwhenthe process
that coodinatesthe first round of the protocol crashes. Thetwo algorithmshavealmostthe same
performancen all othercases.

1 Intr oduction

Agreemenproblems— suchasatomiccommitmentgroupmembershipor total orderbroadcast
— are essentialbuilding blocks for fault tolerantdistributed applications,including transactional
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andtime critical applications. Theseagreemenproblemshave beenextensiely studiedin various
systemmodels,andmary protocolssolving theseproblemshave beenpublished[1, 12]. However,
theseprotocolshave almostonly beenanalyzedfrom the point of view of their safetyandliveness
propertiesandvery little hasbeendoneto analyzetheir performance

Neverthelessa few papershave tried to analyzethe performanceof agreemenprotocols: [10]
and[11] analyzequantitatvely four differenttotal orderbroadcastlgorithmsusing discreteevent
simulation;[23] usesacontention-avare metricto compareanalyticallythe performancef four total
orderbroadcasalgorithms;[8, 7] analyzeatomicbroadcasprotocolsfor wirelessnetworks, deriving
assumptiorcoverageandotherperformanceelatedmetrics;[13] presentanapproactor probabilis-
tically verifying a synchronousound-basedonsensuprotocol;[18] evaluateghe performabilityof
a group-orientednulticastprotocol; [21] compareghe lateny of a consensusalgorithmby simula-
tion, underdifferentimplementation®f failure detectorsand[9] analyzeghelateny of aconsensus
algorithmfocusingon the quality of serviceofferedby the failure detectors.In all thesepapersex-
ceptfor [9, 21, 13, 18], the protocolsareonly analyzedn failure freeruns. This only givesa partial
andincompleteunderstandingf their quantitatve behaior.

A detailed quantitatve performanceanalysisof agreemenprotocolsrepresentsa huge work.
Whereshouldsucha work start? Most agreemenproblemsare relatedto the abstractconsensus
problem[6, 22, 15], definedover a setof processeseachprocessn thissetproposes valueinitially,
andtheprocessemustdecideonthesamevalue,choseramongthe proposedralues.For thisreason,
it seemaaturalto startby a performancenalysisof consensuslgorithms,andto extendthe work
of [9]. Thisis thegoalof this paperwhich compareghe performancenf two consensualgorithms.
We chosetwo algorithmswith rathersimilar characteristicsPaxos[19, 17] is aconsensualgorithm
of the leaderbasedparadigm[3] usingthe failure detectorQ? [5], andthe Chandra-duey consen-
susalgorithm[6] is basedon the rotating coorinator paradigm and usesthe failure detector$ S.
Commonpointsof thesealgorithmsarethatthey work in asynchronousystemgextendedwith some
oracles)thatthey needthata majority of processess correct,andthatthey have a similar structure:
they executea sequencef roundswherebyeachroundhasaleademwhichtriesto imposeadecision.

In our quantitatve analysiswe determinedhe lateny of the consensuslgorithms,i.e., thetime
elapsedrom the the beginning of the algorithmuntil thefirst procesddecides.We comparedheal-
gorithmsby comparingheirlatenciesn avariety of benchmarksWe variedthenumberof processes
which take partin the execution.Moreover, we evaluatedthe lateng in differentclasse®f runs: (1)
runswith no failuresnor failure suspicions(2) runswith failuresbut no wrong suspicions.We im-
plementedhealgorithmsandranmeasuremenisn a clusterof PCsinterconnectedvith a 100Mbps
Ethernemnetwork. We foundthatthe Paxosalgorithmis moreefficient thanthe Chandra-duey algo-
rithm whenthe procesghat coordinateshe first roundof the protocolcrashes.The two algorithms
have almostthe sameperformancen all othercases.

Theremaindepf thispapeiis organizedasfollows. Section2 defineghedistributedsystenmodel,
the consensugroblemandunreliablefailure detectors.Section3 reviews the Paxosand Chandra-
Toug consensusilgorithms. In Section4, we presenthe objective of the experimentsaswell as
the hardwareandthe softwareernvironment.We preseneinddiscusour resultsin Section5. Finally,
Section6 concludeghe paper



2 SystemModel & Definitions
2.1 Systemmodel

A distributed systemis modeledasa setof processegp;, ps, - - .,p, } thatcommunicateoy ex-
changingmessagesiVe assumehis systenmto be asynchronous,e., no boundsexist on eithercom-
municationdelaysor therelative speedf processesWe furtherassumehatevery pair of processes
is connecteduy quasi-reliablecommunicatiorchanneld2], wherebyreliable meansthata channel
(1) never losesa messagdunlessthe senderor the recever crashes)(2) never corruptsa message,
and(3) never generatespuriousmessagesWe considerthat processesnay only fail by crashing,
andthata crashecrocesseverrecovers.

2.2 The consensugproblem

The consensugproblemis definedover a setof processesEachprocessexecuteswo primitives:
propose(v;) by whichproces; proposedts initial value,anddecide(v) by whichaprocesslecides
onavalue.Thedecisionmustsatisfythefollowing conditions:

(TERMINATION) Everycorrectprocessventuallydecides.
(VALIDITY) If aprocesslecidesy, v is theinitial valueof someprocess.
(AGREEMENT) Two correctprocessesannot decidedifferently

Consensudoesnothave adeterministicsolutionin theasynchronousodelwith processrashe$14],
but this impossibility resultcanbe circumwentedby augmentinghe systemwith anoracle. Theal-
gorithmsanalyzein this paperassumainreliablefailure detectorg6, 5]. Theseoraclesarediscussed
in Section2.3.

2.3 Failure Detectors

A failure detectoris a module attachedto every processwhich gives someinformation about
which processhascrashedn the system.Failure detectorsareunreliable,i.e., at a giventime they
cangive anincorrectview of thesystem:correctprocessemightbesuspectedscrashedndcrashed
processemight betrustedascorrect.

TheChandra-dueg consensualgorithmuseghe< S failuredetector Thisfailuredetectooutputs
alist of processethatit suspects$o have crashedlt hasto fulfill thefollowing two properties:

(STRONG COMPLETENESS) Every incorrect(crashedprocesss eventually suspectedorever by
every correctprocesses.

(EVENTUAL WEAK ACCURACY) Thereis a time ¢ after which one correctprocessis no more
suspected.

A variety of techniquegxist for implementingsucha failure detector We chosea failure detector
implementedusingheartbeamessageg-igure1): eachproceseriodicallysendsa heartbeames-
sageto all otherprocessedrailuredetectionis parameterizedith atimeoutvalue’l” anda heartbeat
periodT},. Procesy startssuspectingrocessg if it hasnotreceived ary messagéom g (heartbeat
or applicationmessagefor a periodlongerthan?'. Proces® stopssuspectingprrocess; uponrecep-
tion of ary messagérom ¢ (heartbeabr applicationmessage)Thereceptionof ary messagérom ¢
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Figure 1. Heartbeat failure detection.

resetsthe timer for the timeoutZ". We choseT suficiently high to ensurethat the implementation
meetsthe propertiesof ¢S failuredetectors.

The Paxosconsensualgorithmuseshe(? failure detector An €2 failure detectooutputsonly one
trustedprocesgin contrastto ¢S which outputsa list of suspectegrocesses)lt hasto fulfill the
following property[5]:

(EVENTUAL LEADER) Thereis atimet afterwhichexactly onecorrectprocesg, is alwaystrusted
by every correctprocess.

We implementedhe 2 failure detectorusinga < S failure detector:the leaderprocessoutputby
the Q) failure detectoiis simply the processwith the smallestdentifierwhich is not suspectedby the
&S failuredetectof5].

3 The consensuslgorithms

We comparedthe Paxosalgorithmto the Chandra-dueg consensuslgorithmwith the failure
detector®S. We chosethesealgorithmsbecausahey have a lot of characteristith common,and
henceit is relatvely easyto definea meaningfulcomparison.Commonpoints betweenPaxosand
Chandra-dugy arethat (1) an executionof thesealgorithmsconsistsof asynchronousounds;(2)
eachroundhasa leaderprocesswvhich triesto imposea decisionon all processesandif thisfails, a
new roundis startedwith anew leader (3) they requirea majority of correctprocesseq4) they work
in theasynchronousystemmodel,extendedwith ¢S and2 failuredetectorsrespeciiely (andthese
classe®f failure detectorsareequialent[5]).

3.1 Paxos

Paxos[19, 17, 3] is a consensuslgorithm of the leaderbasedparadigm [3] using the failure
detector(2 [5]. Thisalgorithmis actuallycalledthe “single-decreesynod” protocolandits variation
for multiple consensuss calledthe “multi-decreeparliament’protocol[17]. We usethe namePaxos
for the single-decre@rotocol.

At ary time, eachprocessconsidersone processas the leaderprocess. The leaderprocessis
decidedby thefailuredetector2 (seeSection2.3). Thisimpliesthatif theleademprocessrashesthe
failuredetector2 will eventuallyselectanotheldeaderprocess.

If a processconsidersitself leadey it startsa nev round. Procesgp; will useround numbers
1,0 +n,7 + 2n, ..., in thisorder This schemeensureghatall roundnumbersareunique(thisis a
requiremendf theleaderbasedparadigm).Of course several processemight considerthemseles
leadey sodifferentprocessemight executeroundswith differentnumbers.



Eachroundconsistsof two phases(seEigure2): In thefirst phasethe leaderverifieswhetherall
other participantsalreadydecidedsomevalue with the higherroundthanthe leaders one. In the
secondohaseit triesto decideavalue.

In the first phase Theleaderprocesgy; sendsa prepae requestwith the roundnumberr,, to all
otherprocessesThe purposeof sendingthe preparerequests to ensurethat otherprocessegever
againacceptary roundnumberlessthanr,,. Whenp; recevesthe requestjt acceptghe proposal
if (1) the proposalwith the highestroundnumberacceptedso far hasa roundnumberlessthanry,
and(2) hasnot yet respondedo a requestwith a roundnumbergreaterthanry,. If p; acceptshe
proposaljt sendsan ACK messageo the leaderwith its own currentestimateof thedecisionandthe
numberof theroundwhentheestimatevasupdated Otherwise(if p; recevesa prepareaequeswith
a roundnumberlessthanthe roundnumberof ary of the previously acceptrequestsy; rejectsthe
proposakndsendsa NACK messagé¢o theleader

The leaderwaits for a majority of responseslf all responseare ACKs, the leaderupdatests
currentestimateof the decisionvalueto the mostrecentestimatein the ACK messagesOtherwise,
if it recevesatleastoneNACK, theroundabortsimmediatelyandthe leademrmovesto next round.

In the secondphase Theleadersendsanacceptrequesto all otherparticipantswith the updated
estimate. This requestis handledthe sameway asthe preparerequest:the other processesnight
updatetheir estimatesand reply with an ACK or a NACK messagdhowever, the ACK message
containsonly the round number not the estimate). If the leaderreceves only ACKs, it sendsa
decisionmessge with the decisionvalueusingreliablebroadcastUponreceiptof this messagethe
otherprocessedecideimmediately If theleadermrecevesatleastoneNACK, it abortstheroundand
movesto next round.

\ I
‘propose(v)
y | ACK
P1 | (Confirmed)
Prepare
request
P2 |

<
|7
sueceed - ‘Gecide(v)

Accept
request ACK(Voted) /‘\v Lz

}
|
|
|

IRV
/RN

P3

P4

W W
WY

1st phase i 2nd phase o

P5

i
\
|
\
\
|
\
\
|
‘:
Figure 2. Phases in a round of the Paxos algorithm.

Figure3 illustratesa goodrun of the algorithm. We definegoodrun asarunin which the leader
is alwaysalive in all of the consensugxecution. In goodrun, PAXOS solve a consensuslirectly
with only onephasgseeFigure3). Becauselt doesnot needto checkwhetherall otherparticipants
alreadydecidedsomevalue with the higherroundthanthe leaders onein round 0. However, the
leaderhasto executetwo phasesif it alreadyabortedmorethanoneround.

Thereis aneasyoptimizationto Paxos.Normally, eachroundis dividedinto two phasesHowever,
we canomit afirst phasglike Figure3) onall roundsof theconsensuby thefollowing way. (1)When
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Figure 3. A good run of the Paxos algorithm (p; is leader for round 0).

processewithouttheleademresponda NACK, they sendit with thelatestroundnumberamongthey

have acceptegroposalsasavaluemaz (2)Theleaderp, recevesa NACK messagey, immediately
incrementsr,, to z x p; > max. This modification[3, 4] cansave a first phaseandp, cansolve

consensuslirectly. It hasa numberof communicatiorstepslessthanthe standarcbne. We run the
experimentswith the optimizedversionof Paxos.

3.2 The Chandra and TouegAlgorithm

Chandra-dugy algorithm[6] is basedon the rotating coordinatorparadigmand usethe failure
detector$>S. In this paradigm,eachprocessexecutesroundswith numbersl, 2, etc. The leader
procesgcalledcoordinatorin [6]) is decidedby thefollowing expression:

cr, < (rp modn)+1

wherer), is the round numbey and Pe,, is the leaderprocessof that round, and n the numberof
participantson theconsensus.

Eachroundis composedf four phasegseeFigure4). In the 1stphasegvery processsendsits
currentestimatefor the decisionto the currentleaderc, , alongwith the numberof the roundwhen
the estimatewaslast updated.In the 2nd phase whenthe leadergetsa majority of suchestimates
it selectsthe newestestimateand sendsit to all the processesin the 3rd phasewhenp; receves
theestimatdrom theleader sendsanacknavledgmentfCK) to theleaderto indicatethatit adopted
theestimatelf p;'sfailure detectorsuspectshe leaderbeforereceving the estimatefrom the leader
otherwise sendsa denialNACK) to theleader Finally, in the 4th phasethe leaderwaitsfor ACKs
from amajority of processesr oneNACK. If it recevedamajority of ACKSs, it decidesonits estimate
andreliably broadcastshe decision.Whenthe othersreceve the decision they immediatelydecide.
Ontheotherhand,if theleademreceveda NACK, it moveson to the next roundwithout decidingor
sendingmessages.

If thereareno failure suspicionsthe algorithmterminatesn oneround. Similarly to Paxos,we
canomit thefirst phaseof thefirst roundto speedup thealgorithm.

4 Experiments
4.1 Obijective

Lateny and throughputare meaningfulmeasure®f the performanceof algorithms. Roughly
speakingjatencymeasureshe time elapsedetweernthe beginning andthe end of the executionof
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analgorithm,while throughputmeasureshe maximumnumberof timesthata given algorithmcan
beexecutedpersecond.

Our studyfocusesnthelatencyof theconsensuprotocol,definedexactly asfollows. We assume
thatall participantproposevaluesatthesametimet,, andlet?; bethetimeatwhichthefirst process
decidesWe definethelatengy ast; — to.

This definitionof lateny is areasonabl@erformanceneasurdor thefollowing reason Consider
aservicereplicatedfor faulttoleranceusingactive replication[20]. Clientsof this servicesendtheir
requestso thesenerreplicasusingAtomic Broadcasf16] (which guaranteethatall replicasseeall
requestsn the sameorder). Atomic Broadcastanbe solved by usinga consensualgorithm[6]: a
clientrequestanbedeliveredatasener s; assoonass; decidesn the consensualgorithm.Oncea
requesis delivered,thesenerreplicaprocessetheclientrequestandsendsackareply. Theclient
waitsfor thefirst reply, anddiscardghe otherones(identicalto the first one). If we assumehatthe
time to servicea requests the sameon all replicas,andthetime to sendthe responsdrom a sener
to theclientis the samefor all seners,thenfirst responseeceved by the clientis theresponseent
by the sener thathasfirst decidedn the consensualgorithm.

Studyingthe throughputof the &S consensuslgorithmwill be one of the subjectsof our future
work. Throughputshouldbe consideredn a scenariowherea sequencef consensuss executed,
i.e., on eachprocessconsensug(k + 1) startsimmediatelyafter consensu#k hasdecided.Note
that,unlike in the definitionof lateng, notall processegsecessarilgtartconsensuatthe sametime.

4.2 Scenariosand parameters

The lateny of a consensusigorithmvariesfor differentnumbersof processeg¢n). In eachof
the benchmarkswe changedr from 2 to 10. However, given n, the lateny also dependson (1)
the differentdelaysexperiencedy messageq) thefailure patternof processeand(3) thefailure
detectorhistory(i.e.,theoutputof thefailure detectors) We have consideredhefollowing scenarios:

1. All processearecorrect,andthe failure detectorsareaccuratej.e., they do not suspectary
process.
Thisis the scenaridhatoneexpectsto happemmostof thetime. It assumes failuredetection
mechanisnthatdoesnotincorrectlysuspectgorrectprocessesThereis a priceto payfor the
accurag of thefailure detectorthough:thefailure detectiontimeout? mustbe high to avoid



wrongsuspicionsthusdetectingfailuresrelatively slowly, or the heartbeaperiodT;, mustbe
shortenedhusincreasinghe network load.

2. Oneprocesss initially crashedandthefailuredetectorarecompleteandaccuratethecrashed
processs suspectedorever from the beginning,andcorrectprocessearenot suspected.

We performedexperimentsor eachof thesescenarios.

In the experimentsgachprocesgproposes singleintegervaluefor the consensualgorithm. For
thisreasonall the messagesentby the consensualgorithmareshort(lessthan100bytes),andthus
thedelayexperiencedy messagesarieslessthanif we hadrun consensusvith long proposals.

4.3 Environment

We useda clusterof 12 PCsrunningRedHatLinux 7.2 (kernel2.4.9)to runtheexperiments Each
nodehasthe Intel Pentiumlll 766 MHz processoland 128 MB of RAM. They areinterconnected
by a simple< 100 Base-TX Ethernethuh The algorithmswere implementedn Java (Suns JDK
1.4.0)ontop of theNeko developmentframenork; Neko is a platformfor prototypingandsimulating
distributedalgorithms[24]. All messageweretransmittecusingTCP/IR Connectiondetweereach
pair of machinesvereestablishetthe beginning of thetest.

5 Results
5.1 No processrashes

Figure 5 shavs the meanlateny of the two algorithmsversusthe numberof processesin the
scenarioin which no processesrash. The graphalso shawvs the 95% confidenceintenal for the

meanlatengy. We performedmeasurementsith 2, 3, ..., 10 processes.
Theresultsshav thatthelateny of thetwo algorithmsarelargely identical.
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Figure 5. Latency of consensus vs. number of processes, with no crashes.



5.2 Onecrashedprocess

We alsoperformedmeasuremenis thescenariovhereoneprocesss crashedeforethemeasure-
ments.The numberof processesariesfrom 3 to 10 (measurementsith 2 processewasomittedas
the algorithmsdo not tolerateary crashesn this case). We alsovariedwhich processwe crashed.
We found that the lateng was higherif the first leaderprocesscrashedthanif any of the others
crashedFigure6 shavs this case We canseethatthe Paxosalgorithmis moreefficient herethanthe
Chandra-dugg algorithm. We obsered nearlyidenticallatenciedor a givenalgorithmandnumber
of processe# ary of the otherprocesseg¢differentfrom the first leader)crashed.Theseresultsare
shavnin Fig. 7.
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Figure 6. Worst case latency of consensus in the case of one crash (crash of the leader).

5.3 Discussion

In the scenariovhereno processesrash,we obsered a largely identicallateng. Othereasons
thatbothalgorithmsneedonly thefirst roundto decidethevalue.Also, first phaseof thefirst roundis
optimizedoutin the caseof bothalgorithms.Hencethealgorithmsgeneratexactly the samenumber
of messageandhave thesameinteractiongseeFig. 3, 4).

Thesameargumentexplainwhy thelatenciesareidenticalwhenaprocessvhichis notleader(ary
exceptthefirst processrashesthe algorithmscanstill decidein thefirst round,andthe patternof
messagexchangds the sameastheleadersalwayscollectacknavledgementsrom only a majority
of all processes.

We obsered a differencewhenthefirst leaderprocessrashed.In this case the Chandra-ouey
algorithmmustexecutefour phasesfterthefirst round,while the Paxosalgorithmcanreacha deci-
sionwithin a smallernumberof rounds(seeSect.3.1). We canconsidetthatthesefactorsleadto the
result. Thus,Paxoshasanadwantagewvhencrashegrocessearepresent.

Theperformancef consensualgorithmsis stronglyimpactedoy thenumberof messagesThere-
fore, thePaxosalgorithmis moreefficientthanthe Chandra-dueg algorithmwhentheleademrocess
immediatelycrashesfter startingthe roundof the consensualgorithm.
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6 Conclusion

In this work, we implementedandranthe Paxosconsensuslgorithmandthen,comparedt with
the Chandra-duey consensualgorithmin theaspecbf the performance.

Ourresultsshawv thatPaxosis moreefficientthanChandra-duey with atleastonecrashegrocess.
It is alsoefficientwhenthe numberof processess large andthereareno crashedrocesses.

As future work, we will comparethe performanceof the algorithmsin runswith no failuresbut
with (wrong)failuresuspicionsi.e.,whenfailuredetectorsnistalenly suspectorrectprocessefom
time to time. This happensvhenthetimeoutsusedin thefailure detectoimplementatioraresmall.
Suchwrongfailure suspicionsncreasdhe lateny of the algorithms,asthe algorithmsareforcedto
take moreroundsuntil completion.On the otherhand,smallfailure detectiortimeoutsmayleadto a
fasterreactionto failures.We planto studythis detectiontime / wrong suspiciongradeof in detalil.

Also, we will measurehe performancef thesealgorithmswith morethan10 nodes suchas500
nodesor more,aswe think thatit is importantto considerapplyingconsensu realisticlarge scale
distributedapplications.
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