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Abstract

Protocolswhich solveagreementproblemsare essentialbuilding blocks for fault tolerant dis-
tributed applications. While manyprotocolshavebeenpublished,little hasbeendoneto analyze
their performance. Thispaperrepresentsa startingpoint for such studies,byfocusingontheconsen-
susproblem,a problemrelatedto mostotheragreementproblems.Thepapercomparesthe latency
of two consensusalgorithmsdesignedfor theasynchronousmodelwith failure detectors: thePaxos
algorithm and the Chandra-Toueg algorithm. We varied the numberof processeswhich take part
in the execution. Moreover, we evaluatedthe latencyin different classesof runs: (1) runs with no
failuresnor failure suspicions,(2) runs with failuresbut no wrong suspicions.We determinedthe
latencyby measurementson a clusterof PCsinterconnectedwith a 100MbpsEthernetnetwork.We
foundthat thePaxosalgorithmis moreefficientthantheChandra-Toueg algorithmwhentheprocess
that coordinatesthe first roundof the protocol crashes.Thetwo algorithmshavealmostthe same
performancein all othercases.

1 Intr oduction

Agreementproblems— suchasatomiccommitment,groupmembership,or total orderbroadcast
— are essentialbuilding blocks for fault tolerantdistributed applications,including transactional
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andtime critical applications.Theseagreementproblemshave beenextensively studiedin various
systemmodels,andmany protocolssolving theseproblemshave beenpublished[1, 12]. However,
theseprotocolshave almostonly beenanalyzedfrom thepoint of view of their safetyandliveness
properties,andvery little hasbeendoneto analyzetheirperformance.

Nevertheless,a few papershave tried to analyzethe performanceof agreementprotocols: [10]
and[11] analyzequantitatively four different total orderbroadcastalgorithmsusingdiscreteevent
simulation;[23] usesacontention-awaremetricto compareanalyticallytheperformanceof four total
orderbroadcastalgorithms;[8, 7] analyzeatomicbroadcastprotocolsfor wirelessnetworks,deriving
assumptioncoverageandotherperformancerelatedmetrics;[13] presentsanapproachfor probabilis-
tically verifying a synchronousround-basedconsensusprotocol;[18] evaluatestheperformabilityof
a group-orientedmulticastprotocol;[21] comparesthe latency of a consensusalgorithmby simula-
tion, underdifferentimplementationsof failuredetectors;and[9] analyzesthelatency of aconsensus
algorithmfocusingon thequality of serviceofferedby thefailuredetectors.In all thesepapers,ex-
ceptfor [9, 21, 13, 18], theprotocolsareonly analyzedin failurefreeruns.This only givesa partial
andincompleteunderstandingof theirquantitative behavior.

A detailedquantitative performanceanalysisof agreementprotocolsrepresentsa huge work.
Whereshouldsucha work start? Most agreementproblemsare relatedto the abstractconsensus
problem[6, 22, 15], definedoverasetof processes:eachprocessin thissetproposesavalueinitially,
andtheprocessesmustdecideonthesamevalue,chosenamongtheproposedvalues.For thisreason,
it seemsnaturalto startby a performanceanalysisof consensusalgorithms,andto extendthework
of [9]. This is thegoalof this paper, which comparestheperformanceof two consensusalgorithms.
Wechosetwo algorithmswith rathersimilar characteristics:Paxos[19, 17] is aconsensusalgorithm
of the leader-basedparadigm [3] usingthe failure detector [5], andthe Chandra-Toueg consen-
susalgorithm[6] is basedon the rotating coordinator paradigmandusesthe failure detector .
Commonpointsof thesealgorithmsarethatthey work in asynchronoussystems(extendedwith some
oracles),that they needthata majority of processesis correct,andthatthey have a similar structure:
they executeasequenceof roundswherebyeachroundhasa leaderwhich triesto imposeadecision.

In our quantitative analysis,we determinedthelatency of theconsensusalgorithms,i.e., thetime
elapsedfrom thethebeginningof thealgorithmuntil thefirst processdecides.We comparedtheal-
gorithmsby comparingtheir latenciesin avarietyof benchmarks.Wevariedthenumberof processes
which take part in theexecution.Moreover, we evaluatedthelatency in differentclassesof runs:(1)
runswith no failuresnor failuresuspicions,(2) runswith failuresbut no wrongsuspicions.We im-
plementedthealgorithmsandranmeasurementsonaclusterof PCsinterconnectedwith a100Mbps
Ethernetnetwork. WefoundthatthePaxosalgorithmis moreefficient thantheChandra-Toueg algo-
rithm whentheprocessthatcoordinatesthefirst roundof theprotocolcrashes.The two algorithms
have almostthesameperformancein all othercases.

Theremainderof thispaperisorganizedasfollows. Section2definesthedistributedsystemmodel,
the consensusproblemandunreliablefailure detectors.Section3 reviews the PaxosandChandra-
Toueg consensusalgorithms. In Section4, we presentthe objective of the experiments,aswell as
thehardwareandthesoftwareenvironment.Wepresentanddiscussour resultsin Section5. Finally,
Section6 concludesthepaper.
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2 SystemModel & Definitions

2.1 Systemmodel

A distributedsystemis modeledasa setof processes that communicateby ex-
changingmessages.We assumethis systemto beasynchronous,i.e.,no boundsexist on eithercom-
municationdelaysor therelative speedof processes.We furtherassumethatevery pair of processes
is connectedby quasi-reliablecommunicationchannels[2], wherebyreliablemeansthat a channel
(1) never losesa message(unlessthesenderor the receiver crashes),(2) never corruptsa message,
and(3) never generatesspuriousmessages.We considerthat processesmay only fail by crashing,
andthatacrashedprocessnever recovers.

2.2 The consensusproblem

Theconsensusproblemis definedover a setof processes.Eachprocessexecutestwo primitives:
by whichprocess proposesits initial value,and by whichaprocessdecides

ona value.Thedecisionmustsatisfythefollowing conditions:

(TERM I NATI ON) Everycorrectprocesseventuallydecides.

(VAL I DI TY) If aprocessdecides , is theinitial valueof someprocess.

(AGREEM ENT) Two correctprocessescannotdecidedifferently.

Consensusdoesnothaveadeterministicsolutionin theasynchronousmodelwith processcrashes[14],
but this impossibility resultcanbecircumventedby augmentingthesystemwith anoracle.Theal-
gorithmsanalyzein thispaperassumeunreliablefailuredetectors[6, 5]. Theseoraclesarediscussed
in Section2.3.

2.3 Failur eDetectors

A failure detectoris a moduleattachedto every processwhich gives someinformation about
which processhascrashedin thesystem.Failuredetectorsareunreliable,i.e., at a given time they
cangiveanincorrectview of thesystem:correctprocessesmightbesuspectedascrashedandcrashed
processesmight betrustedascorrect.

TheChandra-Toueg consensusalgorithmusesthe failuredetector. Thisfailuredetectoroutputs
a list of processesthatit suspectsto have crashed.It hasto fulfill thefollowing two properties:

(STRONG COM PL ETENESS) Every incorrect(crashed)processis eventuallysuspectedforever by
every correctprocesses.

(EVENTUAL WEAK ACCURACY) There is a time after which one correctprocessis no more
suspected.

A varietyof techniquesexist for implementingsucha failuredetector. Wechosea failuredetector
implementedusingheartbeatmessages(Figure1): eachprocessperiodicallysendsa heartbeatmes-
sageto all otherprocesses.Failuredetectionis parameterizedwith a timeoutvalue andaheartbeat
period . Process startssuspectingprocess if it hasnot receivedany messagefrom (heartbeat
or applicationmessage)for aperiodlongerthan . Process stopssuspectingprocess uponrecep-
tion of any messagefrom (heartbeator applicationmessage).Thereceptionof any messagefrom
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Figure 1. Heartbeat failure detection.

resetsthe timer for the timeout . We chose sufficiently high to ensurethat the implementation
meetsthepropertiesof failuredetectors.

ThePaxosconsensusalgorithmusesthe failuredetector. An failuredetectoroutputsonly one
trustedprocess(in contrastto which outputsa list of suspectedprocesses).It hasto fulfill the
following property[5]:

(EVENTUAL L EADER) Thereis atime afterwhichexactlyonecorrectprocess is alwaystrusted
by every correctprocess.

We implementedthe failuredetectorusinga failuredetector:the leaderprocessoutputby
the failuredetectoris simply theprocesswith thesmallestidentifierwhich is not suspectedby the

failuredetector[5].

3 The consensusalgorithms

We comparedthe Paxosalgorithm to the Chandra-Toueg consensusalgorithm with the failure
detector . We chosethesealgorithmsbecausethey have a lot of characteristicin common,and
henceit is relatively easyto definea meaningfulcomparison.CommonpointsbetweenPaxosand
Chandra-Toueg are that (1) an executionof thesealgorithmsconsistsof asynchronousrounds;(2)
eachroundhasa leaderprocesswhich triesto imposea decisionon all processes,andif this fails, a
new roundis startedwith anew leader, (3) they requireamajorityof correctprocesses,(4) they work
in theasynchronoussystemmodel,extendedwith and failuredetectors,respectively (andthese
classesof failuredetectorsareequivalent[5]).

3.1 Paxos

Paxos[19, 17, 3] is a consensusalgorithm of the leader-basedparadigm [3] using the failure
detector [5]. This algorithmis actuallycalledthe“single-decreesynod”protocolandits variation
for multipleconsensusis calledthe“multi-decreeparliament”protocol[17]. WeusethenamePaxos
for thesingle-decreeprotocol.

At any time, eachprocessconsidersone processas the leaderprocess. The leaderprocessis
decidedby thefailuredetector (seeSection2.3).This impliesthatif theleaderprocesscrashes,the
failuredetector will eventuallyselectanotherleaderprocess.

If a processconsidersitself leader, it startsa new round. Process will useround numbers
, in this order. This schemeensuresthatall roundnumbersareunique(this is a

requirementof theleader-basedparadigm).Of course,severalprocessesmight considerthemselves
leader, sodifferentprocessesmight executeroundswith differentnumbers.
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Eachroundconsistsof two phases(seeFigure2): In thefirst phasetheleaderverifieswhetherall
otherparticipantsalreadydecidedsomevaluewith the higher roundthanthe leader’s one. In the
secondphase,it triesto decidea value.

In the first phase The leaderprocess sendsa prepare requestwith theroundnumber to all
otherprocesses.Thepurposeof sendingthepreparerequestis to ensurethatotherprocessesnever
againacceptany roundnumberlessthan . When receivesthe request,it acceptstheproposal
if (1) theproposalwith thehighestroundnumberacceptedso far hasa roundnumberlessthan
and(2) hasnot yet respondedto a requestwith a roundnumbergreaterthan . If acceptsthe
proposal,it sendsanACK messageto theleaderwith its own currentestimateof thedecisionandthe
numberof theroundwhentheestimatewasupdated.Otherwise(if receivesapreparerequestwith
a roundnumberlessthanthe roundnumberof any of thepreviously acceptrequests) rejectsthe
proposalandsendsaNACK messageto theleader.

The leaderwaits for a majority of responses.If all responsesareACKs, the leaderupdatesits
currentestimateof thedecisionvalueto themostrecentestimatein theACK messages.Otherwise,
if it receivesat leastoneNACK, theroundabortsimmediatelyandtheleadermovesto next round.

In the secondphase Theleadersendsanacceptrequestto all otherparticipantswith theupdated
estimate.This requestis handledthe sameway asthe preparerequest:the otherprocessesmight
updatetheir estimatesand reply with an ACK or a NACK message(however, the ACK message
containsonly the round number, not the estimate). If the leaderreceives only ACKs, it sendsa
decisionmessage with thedecisionvalueusingreliablebroadcast.Uponreceiptof this message,the
otherprocessesdecideimmediately. If theleaderreceivesat leastoneNACK, it abortstheroundand
movesto next round.

propose(v)
decide(v)

Prepare
request

     ACK
(Confirmed)P1

P2

P3

P4

P5

Accept
request ACK(Voted)

Succeed

1st phase 2nd phase

Figure 2. Phases in a round of the Paxos algorithm.

Figure3 illustratesa goodrun of thealgorithm. We definegoodrun asa run in which theleader
is alwaysalive in all of the consensusexecution. In goodrun, PAXOS solve a consensusdirectly
with only onephase(seeFigure3). Because,It doesnotneedto checkwhetherall otherparticipants
alreadydecidedsomevaluewith the higherroundthanthe leader’s onein round . However, the
leaderhasto executetwo phases,if it alreadyabortedmorethanoneround.

Thereis aneasyoptimizationto Paxos.Normally, eachroundis dividedinto two phases.However,
wecanomit afirstphase(likeFigure3) onall roundsof theconsensusby thefollowing way. (1)When
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Figure 3. A good run of the Paxos algorithm ( is leader for round ).

processeswithout theleaderrespondaNACK, they sendit with thelatestroundnumberamongthey
have acceptedproposalsasavalue (2)Theleader receivesaNACK message, immediately
increments to . This modification[3, 4] cansave a first phaseand cansolve
consensusdirectly. It hasa numberof communicationstepslessthanthestandardone. We run the
experimentswith theoptimizedversionof Paxos.

3.2 The Chandra and TouegAlgorithm

Chandra-Toueg algorithm[6] is basedon the rotatingcoordinatorparadigmandusethe failure
detector . In this paradigm,eachprocessexecutesroundswith numbers1, 2, etc. The leader
process(calledcoordinatorin [6]) is decidedby thefollowing expression:

where is the roundnumber, and is the leaderprocessof that round,and the numberof
participantson theconsensus.

Eachroundis composedof four phases(seeFigure4). In the 1st phase,every processsendsits
currentestimatefor thedecisionto thecurrentleader , alongwith thenumberof theroundwhen
theestimatewaslastupdated.In the2ndphase,whenthe leadergetsa majority of suchestimates,
it selectsthe newestestimateandsendsit to all the processes.In the 3rd phase,when receives
theestimatefrom theleader, sendsanacknowledgment(ACK) to theleaderto indicatethatit adopted
theestimate.If ’s failuredetectorsuspectstheleaderbeforereceiving theestimatefrom theleader
otherwise,sendsa denial(NACK) to the leader. Finally, in the4th phase,the leaderwaits for ACKs
fromamajorityof processesoroneNACK. If it receivedamajorityof ACKs,it decidesonitsestimate
andreliably broadcaststhedecision.Whentheothersreceive thedecision,they immediatelydecide.
On theotherhand,if theleaderreceiveda NACK, it moveson to thenext roundwithout decidingor
sendingmessages.

If thereareno failure suspicions,thealgorithmterminatesin oneround. Similarly to Paxos,we
canomit thefirst phaseof thefirst roundto speedup thealgorithm.

4 Experiments

4.1 Objective

Latency and throughputare meaningfulmeasuresof the performanceof algorithms. Roughly
speaking,latencymeasuresthetime elapsedbetweenthebeginningandtheendof theexecutionof
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Figure 4. Phases in a round of the Chandra-T oueg algorithm

analgorithm,while throughputmeasuresthemaximumnumberof timesthata givenalgorithmcan
beexecutedpersecond.

Ourstudyfocusesonthelatencyof theconsensusprotocol,definedexactlyasfollows. Weassume
thatall participantsproposevaluesat thesametime , andlet bethetimeatwhichthefirst process
decides.Wedefinethelatency as .

This definitionof latency is a reasonableperformancemeasurefor thefollowing reason.Consider
a servicereplicatedfor fault toleranceusingactive replication[20]. Clientsof this servicesendtheir
requeststo theserver replicasusingAtomic Broadcast[16] (whichguaranteesthatall replicasseeall
requestsin thesameorder). Atomic Broadcastcanbesolvedby usinga consensusalgorithm[6]: a
client requestcanbedeliveredataserver assoonas decidesin theconsensusalgorithm.Oncea
requestis delivered,theserver replicaprocessestheclient request,andsendsbackareply. Theclient
waitsfor thefirst reply, anddiscardstheotherones(identicalto thefirst one). If we assumethatthe
time to servicea requestis thesameon all replicas,andthetime to sendtheresponsefrom a server
to theclient is thesamefor all servers,thenfirst responsereceivedby theclient is theresponsesent
by theserver thathasfirst decidedin theconsensusalgorithm.

Studyingthethroughputof the consensusalgorithmwill beoneof thesubjectsof our future
work. Throughputshouldbe consideredin a scenariowherea sequenceof consensusis executed,
i.e., on eachprocess,consensus# startsimmediatelyafter consensus# hasdecided.Note
that,unlike in thedefinitionof latency, notall processesnecessarilystartconsensusat thesametime.

4.2 Scenariosand parameters

The latency of a consensusalgorithmvariesfor differentnumbersof processes( ). In eachof
the benchmarks,we changed from to . However, given , the latency alsodependson (1)
thedifferentdelaysexperiencedby messages,(2) thefailurepatternof processesand(3) thefailure
detectorhistory(i.e., theoutputof thefailuredetectors).Wehaveconsideredthefollowing scenarios:

1. All processesarecorrect,andthe failure detectorsareaccurate,i.e., they do not suspectany
process.
This is thescenariothatoneexpectsto happenmostof thetime. It assumesa failuredetection
mechanismthatdoesnot incorrectlysuspectscorrectprocesses.Thereis a priceto payfor the
accuracy of thefailuredetector, though:thefailuredetectiontimeout mustbehigh to avoid
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wrongsuspicions,thusdetectingfailuresrelatively slowly, or theheartbeatperiod mustbe
shortenedthusincreasingthenetwork load.

2. Oneprocessis initially crashed,andthefailuredetectorsarecompleteandaccurate:thecrashed
processis suspectedforever from thebeginning,andcorrectprocessesarenot suspected.

Weperformedexperimentsfor eachof thesescenarios.
In theexperiments,eachprocessproposesa singleintegervaluefor theconsensusalgorithm.For

this reason,all themessagessentby theconsensusalgorithmareshort(lessthan100bytes),andthus
thedelayexperiencedby messagesvarieslessthanif wehadrunconsensuswith longproposals.

4.3 Envir onment

Weusedaclusterof 12PCsrunningRedHatLinux 7.2(kernel2.4.9)to runtheexperiments.Each
nodehasthe Intel PentiumIII 766 MHz processorand128 MB of RAM. They areinterconnected
by a simplex 100 Base-TXEthernethub. The algorithmswere implementedin Java (Sun’s JDK
1.4.0)on topof theNeko developmentframework; Neko is aplatformfor prototypingandsimulating
distributedalgorithms[24]. All messagesweretransmittedusingTCP/IP. Connectionsbetweeneach
pairof machineswereestablishedat thebeginningof thetest.

5 Results

5.1 No processcrashes

Figure5 shows the meanlatency of the two algorithmsversusthe numberof processes,in the
scenarioin which no processescrash. The graphalsoshows the 95% confidenceinterval for the
meanlatency. Weperformedmeasurementswith 2, 3, . . . , 10 processes.

Theresultsshow thatthelatency of thetwo algorithmsarelargely identical.
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Figure 5. Latenc y of consensus vs. number of processes, with no crashes.
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5.2 One crashedprocess

Wealsoperformedmeasurementsin thescenariowhereoneprocessis crashedbeforethemeasure-
ments.Thenumberof processesvariesfrom 3 to 10 (measurementswith 2 processeswasomittedas
thealgorithmsdo not tolerateany crashesin this case).We alsovariedwhich processwe crashed.
We found that the latency was higher if the first leaderprocesscrashedthan if any of the others
crashed.Figure6 shows thiscase.WecanseethatthePaxosalgorithmis moreefficientherethanthe
Chandra-Toueg algorithm.We observednearlyidenticallatenciesfor a givenalgorithmandnumber
of processesif any of theotherprocesses(differentfrom thefirst leader)crashed.Theseresultsare
shown in Fig. 7.
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Figure 6. Worst case latenc y of consensus in the case of one crash (crash of the leader).

5.3 Discussion

In thescenariowhereno processescrash,we observed a largely identicallatency. Othereasonis
thatbothalgorithmsneedonly thefirst roundto decidethevalue.Also, first phaseof thefirst roundis
optimizedout in thecaseof bothalgorithms.Hencethealgorithmsgenerateexactly thesamenumber
of messagesandhave thesameinteractions(seeFig. 3, 4).

Thesameargumentexplainwhy thelatenciesareidenticalwhenaprocesswhichis not leader(any
exceptthefirst process)crashes:thealgorithmscanstill decidein thefirst round,andthepatternof
messageexchangeis thesame,astheleadersalwayscollectacknowledgementsfrom only amajority
of all processes.

We observed a differencewhenthefirst leaderprocesscrashed.In this case,theChandra-Toueg
algorithmmustexecutefour phasesafterthefirst round,while thePaxosalgorithmcanreacha deci-
sionwithin asmallernumberof rounds(seeSect.3.1). Wecanconsiderthatthesefactorsleadto the
result.Thus,Paxoshasanadvantagewhencrashedprocessesarepresent.

Theperformanceof consensusalgorithmsis stronglyimpactedby thenumberof messages.There-
fore,thePaxosalgorithmis moreefficient thantheChandra-Toueg algorithmwhentheleaderprocess
immediatelycrashesafterstartingtheroundof theconsensusalgorithm.
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Figure 7. Latenc y of consensus, with the crash of one process whic h is not leader.

6 Conclusion

In this work, we implementedandranthePaxosconsensusalgorithmandthen,comparedit with
theChandra-Toueg consensusalgorithmin theaspectof theperformance.

Ourresultsshow thatPaxosis moreefficientthanChandra-Toueg with atleastonecrashedprocess.
It is alsoefficientwhenthenumberof processesis largeandtherearenocrashedprocesses.

As futurework, we will comparetheperformanceof thealgorithmsin runswith no failuresbut
with (wrong)failuresuspicions,i.e.,whenfailuredetectorsmistakenlysuspectcorrectprocessesfrom
time to time. This happenswhenthetimeoutsusedin thefailuredetectorimplementationaresmall.
Suchwrongfailuresuspicionsincreasethelatency of thealgorithms,asthealgorithmsareforcedto
take moreroundsuntil completion.On theotherhand,smallfailuredetectiontimeoutsmayleadto a
fasterreactionto failures.Weplanto studythisdetectiontime / wrongsuspicionstradeoff in detail.

Also, we will measuretheperformanceof thesealgorithmswith morethan10 nodes,suchas500
nodesor more,aswe think thatit is importantto considerapplyingconsensusin realisticlargescale
distributedapplications.
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