Chasingthe FLP Impossibility Resultin a LAN
or
How Robust Can a Fault Tolerant Sewver Be?

PéeterUrban'
peter.urban@epfl.ch

André Schipef
andre.schiper@epfl.ch

Xavier Défagd
defago@jaist.ac.jp
tEcole PolytechniqueFéceérale de LausanngEPFL),
1015LausanneSwitzerland

JapanAdvancednstituteof Scienceand Technolagy (JAIST),
1-1 Asahidai,Tatsunokubhi, Ishikawa923-1292 Japan

Abstract

Fault tolerancecan be achievedin distributed sys-
temsby replication. However, Fischer, Lynch and Pa-
tersonhaveprovenan impossibilityresultaboutcon-
sensusn theasyntironoussystenmmodel. Similarim-

possibilityresultshavebeenestablishedor atomicbroad-

castand group membeship, and should be as sud

relevant for implementation®f a replicatedservice

However, the practical impact of theseimpossibility
resultsis unclear For instancedothey setlimits to the
robustnes®f a replicatedserverexposedo extremely
highloads?

Thepapertries to answerthis questionby describ-
ing an experimentconductedn a LAN. It consistsof
clientprocessethatsendrequests$o areplicatedserver
(three replicas)using an atomic broadcastprimitive.
The experimenthas parametes that allow usto con-
trol theload on the hostsand on the networkand the
timeoutvalue usedby our heartbeatfailure detection
medanism.

Our main observationis that the atomicbroadcast
algorithm never stopsdelivering messges, not even
underarbitrarily highloadandverysmalltimeoutval-

*Researctsupportedby a grantfrom the CSEM SwissCenter
for Electronicsand Microtechnology Inc., Neuctlatel. A shorter
versionof this paperappearedn Proc. of the 20°" IEEE Inter-
national Symposiunon ReliableDistributed System¢SRDS-2Q)
October2001.

ues(1 ms). Theresultwassurprisingto us, aswe ex-
pectedhatour atomicbroadcastlgorithmwouldstop
deliveringmessgesat sud smalltimeoutvalues.So,
by trying to illustrate the practical impactof impossi-
bility results,we discorered that we hadimplemented
averyrohustreplicatedservice

1 Intr oduction

A major probleminherentto distributed systemss
their potentialvulnerability to failures. Indeed when-
ever anodecrashesthe availability of the whole sys-
tem may be compromised. However, the distributed
natureof thosesystemgrovidesthemeango increase
theirreliability: distribution allows theintroductionof
redundang in orderto make the overall systemmore
reliablethanits individual parts. Redundang is usu-
ally achieved by thereplicationof component®r ser
vices. Although replicationis an intuitive and read-
ily understooatonceptjts implementationis difficult.
Replicatinga servicein a distributed systemrequires
that the statesof all replicasof the serviceare kept
consistentwhich canbeensuredy a specificreplica-
tion protocol[Sch9Q BMST93. A replicationproto-
col is typically implementedisinggroupcommunica-
tion primitives,e.g.atomicbroadcasfHT93].

However, Fischer LynchandPatersorhave proven



animpossibilityresultfor consensus theasynchronous a timeout of one minute, it would take in the order

systemmodel [FLP85], a resultcommonlyknown as
the FLP impossibilityresult. Theimpossibilityresult
alsoappliesto atomicbroadcasfCT96]. Theimpossi-
bility of groupmembership— anotheproblemrelated
to replication— in asynchronousystemsvasalsoes-
tablished[CHTCB9€. Formally, theseimpossibility
resultssetalimit onthelevel of robustnesshatarepli-

catedservicecanachiere. Practitionershowever, dis-

regard theseimpossibility results,i.e., they consider
themof no practicalrelevance.Thereasons thatreal

systemausually exhibit somelevel of synchrom, i.e.,

they arenot exactly asynchronousConsequentlythe

implicationsof theimpossibility resultto realsystems
are difficult to see, and thesetheoreticalresultsare
largely ignoredin practice.

Ontheotherhand,nopapein theliteraturerefersto
practicalexperiencesn which the implementatiorof
replicationis exposedto extremely high loads. How
robust can a systembe undertheseconditions? Do
high loads actually prevent the systemfrom making
progress(as statedby the FLP impossibility result),
andsolimit therobustnesof the system?How rohust
canafaulttolerantsenerbe?

To answerthesequestionswe designedan exper
iment for a Local Area Network (LAN). It consists
of client processeshat sendrequestdo a replicated
senerusinganatomicbroadcasprimitive. Theexper
imenthasa parametewhich specifiesgheload on the
system(the rate of requestomingfrom the clients).
The otherparameters the timeoutusedby our heart-
beatfailure detectors.The frequeng of heartbeatss
keptproportionalto thetimeoutvalue: the smallerthe
timeoutis, the fasterthe failure detection. It is clear
thatif we usevery slow failure detection,saywith a
timeoutof oneminute,our systemcould be extremely
robust, as false failure suspicionswould be avoided
with a high probability However, the behaior of our
systemin the caseof acrashwould bedisastrouswith

*An asynchronousystem— which modelsa systemwith un-
predictableCPUandchanneloads— is asystemin whichthereis
no assumptiomeitheron messageommunicatiordelaysnor on
relative speed®f processes.

of 1 minuteto detectthe crash,which meanghatthe
responsetime could be extremely bad (if the crash
affects a processwhich hasan importantrole at the
momentof the crash). In orderto avoid suchrohbust,
but badlyperformingsystemswe weredecreasinghe
failure detectiontimeout values. Our intuition was
that,aswe decreas¢hetimeout(andincreasehefre-
queng of heartbeats)}he atomicbroadcasalgorithm
would stopmaking progressat somepoint in its exe-
cution. Interestingly our experimentshaved thatthis
wasnotthe case:upto very smalltimeoutvalues(i.e.,
1 ms)andfor arbitrarily highloadconditions theatomic
broadcastlgorithm never stopsdelivering messages
(i.e., it alwaysworks). Thus, by challengingour im-
plementatiorwith high loadsandsmallfailure detec-
tion timeoutvalues,we discoreredthatwe hadimple-
menteda replicatedservicewhich is extremelyrobust
in aLAN.

Therestof the paperis structuredasfollows. Sec-
tion 2 presentselatedwork. Section3 introduceshe
algorithmsusedn theexperiment.Sectiord describes
theenvironmentandsomefeaturesof theimplementa-
tion. Section5 explainshowv we testedthe robustness
of thereplicatedsener. Section6 describesn detail
theresultsobtainedn our experiments.Section? dis-
cussegheseresults. Finally, Section8 concludeghe
paper

2 Relatedwork

To the bestof our knowledge,no paperin theliter-
aturerefersto practicalexperiencesn which the im-
plementationof replicationis exposedto extremely
high loads. Neverthelesstherearetwo papergCF99,
CTAO00] whichimplicitly suggestvaysof implement-
ing extremely robust replicatedseners, and support
theiragumentdy performancevaluationresults.

[CF99] introducesthe timed asynchronousystem
modelfor distributedalgorithms.Thismodel,extended
with what the authorscall progressassumptionsal-
lows themto solve consensusThereforejf thetimed
asynchronoumodelmatcheseality, onecanbuild ex-



tremelyrobustreplicatedsenersusingalgorithmsde-
velopedfor this model. The authorssupportthe as-
sumptionsof their modelby an extensie setof mea-
surementperformedin a LAN. They validatethe as-
sumptionsof their core model even underhigh load.
However, the progressassumptiongwhich malke the
model powerful enoughto solve consensusare val-
idatedonly undermoderatdoad (1/4 of the network
capacity).

[CTAOQ] presents failure detectorbasedon heart-
beatsandprovesthatthisalgorithmis optimal(in terms
of the quality of servicemeasureslefinedin the pa-
perandin the classof heartbeafailure detectors)for
ary kind of distribution for the messagealelays. The
paperalsogives an adaptve versionof the algorithm
that approximateghe optimum even if the distribu-
tion of messagalelaysis not known in adwanceor
changesover time. The resultsare supportedby an-
alytical computationsanda simulationstudy Indeed,
sucha failure detectorwould be ideally suitedto im-
plementa replicatedsener which is extremelyrobust
in avarietyof ervironmentsandfor a variety of loads.
However, the paperassumeshat messagealelaysare
independentandomvariables.This assumptions far
from being true for two subsequenimessage# the
network is underhigh load (aswe sawv in our exper
imentwhenloggingmessages)f a messagsuffersa
high delay usuallythe next messagesufiersa compa-
rably high delayaswell.

3 The experiment

Activereplication Ourexperimentconsistofarepli-
catedsener andseveralclients.Eachclientrepeatedly
sendsarequesto thereplicatedsener andwaitsfor a
reply. Theseneris replicatedoy meansof activerepli-
cation (also called state madine appoad) [Sch9Q
Sch93 Pol94. In active replication clientsuseatomic
broadcasto sendtheirrequestso thereplicas.Atomic
broadcasensureghat all sener replicasreceve the
clientrequestsn the sameorder Uponreceptionof a
requesteachsener replicaperformsthe samedeter
ministic processingin our case,writing a numberto

afile) andsendshackareply to the client. The client
waitsfor thefirst reply, andignoresall furtherreplies
to the samerequest.

Atomic Broadcast. WeusetheChandra-duey atomic
broadcasalgorithm[CT96]. Thealgorithmsolvesatomic
broadcasby executingasequencef consensusyhere
eachconsensusdlecideson a setof messagew® bede-
livered.Theatomicbroadcasandthe consensualgo-
rithms areproven correctin the asynchronousystem
modelwith the failure detectorCS anda majority of

correctprocessefCT96].2

Consensus. Forconsensusyeusethealgorithmpro-
posedoy MostefaouiandRaynal[MR99] whichiis ex-

pressedn avery concisemannerandwhichimproves
the early consensuslgorithm [Sch97. Similarly to

mary other consensuslgorithms,it is basedon the
rotating coordinatorparadigm. Processeproceedin

consecutie asynchronousounds(notall processeare
necessarilyn thesameroundatagiventime). In each
round a predeterminegrocessactsas the coordina-
tor. Thecoordinatomproposes valuefor thedecision.
A roundsucceed# adecisionis takenin thatround,;
if someprocesdecideganddoesnot crash)it forces
the other processeso decide,andthusthe algorithm
is guaranteedo terminateshortly A roundmightfail

whenits coordinatorcrashesor whenits coordinatoy
while correct,is suspectedy other processes.Con-
sensusgnightterminatein a singleround,i.e., thefirst

round canalreadysucceed.Someruns might require
moreroundsthough;in generalthemoreoftentheco-
ordinatoris suspectedthe moreroundsthe algorithm
will take to terminate.

Failuredetection. Theconsensualgorithmrelieson
afailuredetectiormechanisnimplementedisingheart-
beatmessagegFigure 1): eachprocessperiodically
sendsa heartbeamessageo all otherprocessedrail-
ure detectionis parameterizeevith atimeoutvalueT

2Theatomicbroadcasalgorithmonly hastheserestrictionsbe-
causdt usesthe consensualgorithm.



anda heartbeaperiodT}. Proces® startssuspecting
processg if it hasnot receved ary messagdrom ¢
(heartbeabr applicationmessagefor a periodlonger
thanT. Proces® stopssuspectingprocess; uponre-
ceptionof ary messagdrom ¢ (heartbeabr applica-
tion message).The receptionof any messagdrom ¢
resetghetimer for thetimeout?'.
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Figure 1. Heartbeat failure detection.

4 Environmentand implementation issues
4.1 Environment

The experimentdescribedin the previous section
wasrunonaclusterof 15 PCsrunningRedHat Linux
7.0(kernel2.2.16).Thehostshave Pentiumill 766 MHz
processorsand 128 MB of RAM, and are intercon-
nectedby a 100Base-TXEthernet.Threesener repli-
caswere used, as threeis the minimum number of
replicasfor whichtheatomicbroadcasalgorithmused
toleratesprocesscrashes.Eachsener replicaran on
a different host, while the remaining12 hostswere
usedfor theclients(therewasmorethanoneclientper
host). We hadto usealot of hosts otherwisetheclient
hoststurnedout to be a bottleneckandthuswe could
not generate sufficiently high rateof clientrequests.
Thealgorithmswereimplementedn Java (Suns JDK
1.3.0)ontop of the Neko frameavork [UDSO01].

4.2 Communication protocols

We have threetypesof messagewith differentde-
livery requirementsn our system:(1) heartbeames-
sages(?2) clientrequestsaswell as(3) messagebe-
tweensener replicasandrepliesto clients. We use

the UDP protocolfor transmittingheartbeaimessages,
for thelossof a heartbeamessagés not critical. The
other messagesieedreliable transmissiontherefore
the straightforvard choiceis the TCP protocol(never
thelesswe choseUDP ratherthan TCP for client re-
quests,for reasongliscussedn the next paragraph).
However, TCP has problemswith extreme overload
situations. In suchsituations,two hostscan be par
titionedfrom eachotherfor alongtime,andTCPcon-
nectionsbreak, for a lot of retransmissiongail in a
row. The numberof times TCP tries to retransmita
pacletis givenby theparametetcp _retries2  of the
Linux TCPimplementationWe solvedtheproblemby
settingthe parametefrom the default value (15) to a
very high value,for all the hostsinvolved?

We could not use TCP for transportingclient re-
guests.To understanavhy, recallthatthe goal of our
experimentwasto investigatehe behaior of our sys-
temunderarbitrarily high loads. Thereforewe hadto
avoid thatflow control decreasethe load on the sys-
tem, i.e., the volume of client request$. In the con-
text of our experiment(mary clientson onehost),the
implication is that we cannotusea single TCP con-
nectionper hostfor the client requests:in this case,
TCP’s congestiorcontrolmechanisnmakessurethat
thenetwork never getsoverloaded We cannotuseone
TCP streamper client, either for the senerswould
have to handlea huge numberof simultaneouson-
nections,morethanthe operatingsystemallows. We
have the sameproblemif we useone TCP connection
for eachrequest(and sendthe reply on anothercon-
nection). The remainingchoicefor transportingclient
requestss UDP® This way, the network canbe arbi-
trarily loadedwith clientrequests.

3We could alsowrite a protocolwhich re-establishethe con-
nectionandensureshatmessagearedeliveredexactly once.But
this amountgo re-implementinga major partof TCP’s features.

4Otherwise we would have constructedh controlledenviron-
mentwhich includesthe replicatedservice, aswell asits clients
Thehighloadscenariosve areinterestedn would notoccuratall
in suchanernvironment.

SRetransmittindost or droppedclientrequestss theresponsi-
bility of theclient.



4.3 Flow control in the application

Flow controlis anessentiaimechanisnin distributed
systems:it ensuresthat componentsio not receve
morework thanthey canhandle.Any non-trvial sys-
tem needsflow control, but a lot of systemscanrely
on flow control offered by TCR. This was not suffi-
cient for our system. We explain the reasonsbelon
andthenpresentour flow control mechanism(imple-
mentedwithin theapplicationlayer).

Systemghatrely on TCP usea sendprimitive that
blocks wheneer TCP’s sendingbuffer fills up (e.qg.,
becausehe recever is slow). Blocking sendsonly
work well for client-sererinteractionsthey constitute
apoorway of synchronizingnorecomple distributed
systemsin our caseblockingsenddedto deadlocks:
underhighload,all senerreplicasgotblockedin their
sendoperationsandcould notreceve messageto re-
solve thedeadlock.Usingthreadsdedicatedo recev-
ing messagesloesnot solve the problem. No dead-
locksappearbut— dependingpntheexactimplemen-
tation— the numberof threadsor the sizeof message
gueuescontinuesgrowing until systemresourcesare
exhausted.

We solvedthe problemby addingan outgoingmes-
sage queuein the applicationlayer Sendoperations
whicharenon-blockingdepositmessageis thatqueue,
andadedicatedhreademptiegshequeueandperforms
the TCPsendoperation Withoutflow control,theout-
going messageajueuescanstill grow indefinitely and
cause‘out of memory”errors.Our (stop-and-gojlow
controlmechanismactswheneer the size of the out-
goingmessaggueueis abore a threshold.Whenthis
happenswe disablethe generatiorof (most)outgoing
messageasfollows:

¢ Wedisablethegeneratiorof heartbeamessages
(but the timeoutfor suspectingprocessesloes
notchange!).and

e We suspencdhe threadon the seners that re-
ceivesclientrequestsThis stopsthe generation

of new outgoingmessagesAs a consequence,

the UDP protocolwhich deliversclientrequests

will startdroppingrequestsandthis eventually
slows down clients, for they have to retransmit
thedroppedrequests.

5 How robustis our system?

The correctnes®f a distributed algorithm hastwo
aspectssafety(“nothing badever happens”andlive-
ness(“good thingsmusteventuallyhappen”).We call
an algorithmrohbust if it is both safeand live, even
when exposedto extremely high loads. The atomic
broadcasalgorithmthatwe chose[CT96] is safeun-
der ary conditions. Therefore,robustnesss related
to livenessn our experiment:is our atomicbroadcast
alwaysableto deliver messagesThe goal of our ex-
perimentis to find ananswetto this question.The ex-
perimenthasparametersvhichinfluencetheloadcon-
ditions of the system.For varioussettingsof thesepa-
rametersye ranthe experimentandchecled whether
the atomicbroadcastlgorithmwaslive. This section
discusseshe parametersf the experiment,aswell as
the methodusedfor verifying liveness.

Notethatwe do notemulateprocessrashesn our
experiment.This would primarily give informationon
thefault tolerancecharacteristicef the atomicbroad-
castalgorithm,whicharewell understoodCT96]. The
robustnesf thealgorithmis amajorissueevenif no
crashoccurs?

5.1 Parametersof the experiment

We classifythe parameter®f our experimentinto
two cateyories:(1) applicationparametes, overwhich
the implementorof the sener hasno control,and (2)
systenparametes, over whichtheimplementorof the
sener hasfull control.

An applicationparametemfluencegheloadonthe
network andthe hosts.Our applicationparameters r,
the rate of requestomingfrom the clients, i.e., the

5Note alsothatthe FLP impossibility doesnot stemfrom the
factthatcrasheslo occur, but from thefactthatcrashesnayhap-
penin anunanticipatednanneratary pointin theexecutionof the
atomicbroadcastlgorithm,andthat consequentiythe algorithm
hasto be preparedor them.



numberof requestpersecond. A larger generates
high load on the network andon thereplicatedsener.
The numberof clientsis sufficiently high to maintain

ary reasonabl@alueof r, evenif thesener processes

requestwery slowly. In orderto demonstratéhat our
systemis robust, we have to shaw that our replicated
senerworksfor ary settingof the applicationparam-
eterr.

Oursystenparameteis 7', thetimeoutvaluefor the
failuredetector Thetime T}, betweertwo consecutie
heartbeatnessagess setto 7'/2. Low timeoutvalues
yield frequentfalse suspicionsandthusincreasethe
time neededo solve consensusandfor the client the
time to getthe reply after sendingthe request. High
timeoutvaluesincreasehe reactiontime of the algo-
rithm to processrashes.

As alreadymentionedin the introduction, the ro-
bustnesof our sener caneasilybe increasedy set-
ting T' very high, sayto one minute. However, this
would imply thatthe replicatedsener may block for
a minute when a processcrashes$. We considerthat
suchabehaior is unacceptabléor asenerreplicated
for high availability. For this reasonwe exploredhow
thereplicatedsener behaesfor smallvaluesof T'.

5.2 Testingif the atomic broadcastalgorithm can
deliver messages

Given a settingof the parametershow canwe de-
tect(1) if theatomicbroadcasalgorithmcontinuegde-
liveringmessageforever or (2) if it will never deliver
messagesiny more? The bestthat we cando is to
detectconditionsthatallow usto concludewith some
confidencethatthe behaior of the algorithmhassta-
bilized. We usethe following conditionsto terminate
arun of theexperiment:

"Requestaregeneratedy a Poissorprocessthuswe model
independentequests.This is, howvever, not crucial to the experi-
ment.

8Supposehatthecoordinatomnf aroundof theconsensualgo-
rithm crashesAt this moment,the otherprocessewait for either
a messagdrom the coordinatoror that the failure detectorstarts
suspectinghe coordinator With a timeoutof oneminute,theal-
gorithmis blocked at this point for aboutoneminute.

1. The clients have collecteda certainnumberof
replies(V) from thereplicatedsener.

2. Oneinstanceof theconsensualgorithmhasnot
terminatedafter executinga certainnumberof
rounds(R).

In every run of our experiment,oneof thesecondi-
tions is necessarilyfulfilled. In casel, we conclude
thatthe algorithmwaslive in the currentrun: sending
arequestn usingatomicbroadcaseventuallyleadsto
the delivery of m, andthusto areplyto m. In case2,
the conclusionis thatthealgorithmwasnotlive in the
currentrun.

ThevaluesN and R shouldbe chosensufficiently
high, to ensurethatthe behaior of the algorithmsta-
bilizes. In the experiment,we usedN = 2500 and
R = 1000. N = 2500 wassufiicient to ensurethat
eachhostparticipatingn theexperimentstartssending
messagesandthat at least5 consensusire executed
afterthe startup for eventhe mostunfavorablesetting
of the parameterg and7. R = 1000 wassuficient
becauseave hadno consensushattook 1000rounds:
theconsensualgorithmwasalwayslive.

6 Resultsof our experiment

In spite of our expectationswe obsenred that the
atomicbroadcasalgorithmworksevenunderthemost
extreme conditions: a requestrate that saturateghe
network (10 000 requests/sanda very smalltimeout,
approachinghe resolutionof the clock used(1 ms).
We presentthe detailedresultsof the experimentin
this sectionanddiscusghoseresultsin Section?.

We performedmeasurement®r a variety of client
requestates.Weonly presentwo setsof resultswhich
are characteristic.onefor 100 requests/eind onefor
10000 requests/¢Figures2(a)and2(b)). The rate of
100requests/ss well belowv the capacityof the repli-
catedsener (which canprocessequestsat a ratebe-
tween400and450requests/# heartbeatsresentin-
frequently). This rate correspondg$o normal opera-
tion. Smallerratesgive very similarresults(with adif-
ferentaverageresponse¢ime). Theotherrateis 10 000
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Figure 2. Performance of the replicated server
(three replicas) for an extreme and a moderate
request rate r vs. the failure detection time-
out T'. Each point represents a mean value
obtained from 100 independent experiments.
The 90% confidence inter val is shown.

requests/s.t is pointlessto increasethe requestrate
beyond this point becauseat this rate, the network is
alreadysaturatedvith requests. As for requestates
betweenl00requests/sindonefor 10 000 requests/s,
the obsered behaior is in betweenthe two extreme
behaiors.

For bothrequestatesanddifferenttimeoutvalues,
we measuredwo quantities:(1) the averageresponse
time (the time betweenthe sendingof a requestand
the receptionof the correspondingeply, as seenby
the client) and (2) the averagenumberof roundsper
consensusTheaverageresponséimeis shavnin Fig-
ure2(a). Theaveragenumberof roundsperconsensus
is shawvn in Figure2(b). Thecharacteristicef the“re-

*We measuredhatthe clientscanpassatmost7000requests/s
throughthe soclet interfaceof their hosts,sothe rateof requests
which passthroughthe network cannotbe higherthan 7000 re-
quests/sMoreover, we aresurethatour 12 clienthostsarecapable
of achiving thisrate:if we usejustonesinglehostwith clients,it
cansendatarateof 1450requests/s.

sponsdime” curve andthe “consensusounds”cune
arerathersimilar; this is not surprising,asthe number
of roundsper consensugxecutionlargely determines
theresponsdime. In eachcune, we canobsene two
kindsof behaior:

e for r = 100/s, theonebehaior with atimeout
valuebelov T' = 2 ms, andthe otherbehaior
with atimeoutvalueaboeT.

e for r = 10000/s, theonebehaior with atime-
out valuebelov T = 20 ms, andthe otherbe-
havior with atimeoutvalueabove T.

At hightimeouts(T' > T), the measuredjuantities
are predictableand largely independenbf the time-
out: thereis only a differenceof 8% (moderaterate)
and30% (high rate) betweenthe highestandthe low-
estresponsdimes. The averagenumberof roundsis
below 2 (exceptr = 10000/s andT' = 20 ms).

At low timeouts,both the responsdimes and the
numberof roundsincreaseas the timeoutdecreases.
Thisis dueto themoreandmorefrequentfailure sus-
picions. Both the responsdime and the numberof
roundsare highly unpredictablethisis shavn by the
large confidencantenals, which were obtainedfrom
100 experimentdor eachtimeoutandrate. We found
thateven at low timeouts,mostconsensugxecutions
take few rounds but afew instance®f consensutake
a lot of roundsand thusincreasethe averagesignif-
icantly The distribution of the numberof roundsis
shavn in Fig. 3, for the mostextreme settingof pa-
rameters:r = 10000/s andT = 1 ms (asFig. 2(b)
shaws, this settingof parametersesultsin the high-
estnumberof roundsper consensugxecutionon the
average).

Finally, notethatwe did nottry to optimizethere-
sponsdimesof the sener (shavn in Fig. 2(a)). Even
underlight load (5 requests/s)the averageresponse
time was 22.4 ms with a standarddeviation of 5 ms
(for a sampleof 10000 independentequests). Our
goal wasto evaluatethe robustnesf the sener, and
we could achieve this without optimizing the perfor
mance.
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7 Discussion

The experimentshaved that our replicatedsener
is extremelyrohust. It worked underary conditions,
even the mostextremeones: a requestrate that satu-
ratesthe network (10 000 requests/sanda very small
timeout,approachinghe resolutionof the clock used
(1 ms). In this section we discusswhy it provedto be
sorohust.

The replicatedsener is robust becausehe under
lying atomicbroadcastlgorithmis robust. In turn, as
theatomicbroadcasalgorithmusesasequencef con-
sensuslgorithmsto decidewhat messagegt cande-
liver next (Section3), the atomicbroadcasalgorithm
is robust becausehe underlyingconsensusilgorithm
alwaysterminatesThis canbe explainedasfollows.

Recallfrom Section3 thatprocesseproceedn rounds

in the consensualgorithm. In eachround,a predeter
mined processactsas the coordinator A successful
roundis aroundin which adecisionis taken. A round
might fail becausdts coordinatormay be suspected
by other processes.Thereforethe more often suspi-
cionsoccut the moreroundsthe consensualgorithm
takesuntil it decides.The frequeng of suspicionds

directly relatedto thefailure detectiontimeout’, and
indirectly to theload of the system,influencedby the
clientrequestater. We now examinehow the system
behaesaswe decreasé".

If theT is high, consensugerminatesn oneround.
This holds even if the systemis loadedto the maxi-
mumextent,i.e., whenclientrequestsaturatehe net-
work (r 10000/s). This is shavn in Fig. 2(b),
for r = 100/s andT" > 20ms andr = 10000/s
andT > 500ms. The reasonis thatthe coordinator
is hardly ever suspectedy the failure detector This
meanghatthe coordinatorcansuccessfullysendmes-
sagesnoreoftenthanatafrequenyg of 1/7', asafail-
uredetectorstopssuspectin@ processvheneer it re-
cevesamessagéom thatprocessThisis notsurpris-
ing: our Ethernenetwork strivesto provide fair access
to the transmissiommediumfor eachhoston the net-
work, andtheresultis thateachhostcansuccessfully
sendamessagevery 500ms 10

As we decreasdl’, suspicionsget more and more
frequent.With smalltimeoutvalueswe expectedthat

Actually, Ethernets the LAN technologythatis the leastfair
amongall LAN technologies.FDDI, for example,guarantees
boundontheaccesdime to thesharednedium.



the coordinatorof eachround of the consensuslgo-
rithm would always be suspectedi.e., the consensus
algorithm would forever proceedfrom one round to
the next onewithout ever beingableto decide.Thisis
notthe case:evenfor the smallestvaluefor 7" andthe
highestpossibleload (T = 1ms andr = 10000 ms
in Fig. 2(b)) consensugxecutionstake 30 roundson
the average,andthe longestconsensugxecutionwe
couldfind had729rounds.So,while consensuexecu-
tionsmaytake alarge numberof roundsandthe num-
ber of roundsis ratherunpredictablegachconsensus
executionterminatesnevertheless.By analyzinglogs
of messageproducediuringthe experimentwe were
ableto understandhereasondor this. We presenpur
argumentdn threesteps:

1. Theconsensuslgorithmtriesto deciderepeat-
edly, in every round. Thereforejf thealgorithm
doesnot terminate the failure of a round(i.e.,
the absencef decisionin thatround)mustoc-
cur with high probability We shall argue that
thisis notthecase.

2. Outof ourthreeprocesseqneis alwayslate: it
never participatesactively in thealgorithm.The
reasonis that the algorithm needsthe cooper
ation of only two processegthis is why it tol-
eratesonecrashfailure). Thusthe procesghat
finishesoneconsensuexecutionlateis likely to
finish all subsequenrdxecutiondate.

3. Thefollowing scenariaxplainswhy unsuccess-
ful roundsdonotoccurwith highprobability(Fig-
ured):

(a) Processy is the coordinatorof round r,
andproces is the coordinatorof round
r + 1. Thethird processs theslowvestone.
This scenaridikely repeatdn every third
round. The messagesf the late process
arelate anddo not influencethe scenario
(andarethusomittedin Fig. 4).

(b) Procesw sendsn; to ¢, andimmediately
after it sendsms to q. Processy waits

g decides if p not suspected here

1 1
< =

q "< »1
n/f -
p
Figure 4. Consensus algorithm: ¢ must sus-
pect p before the reception of mg to prevent

a decision in the current round. The late pro-
cess is not shown.

\

for messagen;. Thereceptionof m; is
mandatoryi.e., ¢ doesnot stopwaiting for
my uponsuspecting.

(c) Uponthereceptionof mq, process; waits
(1) for messagens from p, or (2) until it
suspecty. If ¢ receivesms befoe sus-
pectingp, theng candecide

Applicationmessagesesethetimerof theheart-
beatfailure detectorhencethe probability for ¢
to suspecp beforereceving mo is small. Con-
sequentlyin every third round(atleast) thede-
cisionis likely to take place. Thuseventually
thereis oneroundin which the coordinatorde-
cides,andforcestheotherprocesseto decide.

Our lowestsettingfor the failure detectiontimeout
T was 1 ms. The questionariseswhetherwe could
have loweredthetimeoutvalueandobsere consensus
executionghatdonotterminate.Theanswels thatwe
couldhave loweredT', andpossiblyobsered consen-
susexecutionswhich do not terminate put suchsmall
T valuesdo not make sensen practice. The reason
is the following. The motivation to decreasd’ is to
speedup thereactionof the algorithmto crashesThe
reactiontime is difficult to defineprecisely but it is
certainly relatedto the performanceof the replicated
sener from the client’s point of view. Decreasingl’
furthercanimprove theresponsdime of the sener by
atmostl msin the caseof a crash.Thisimprovement
is insignificant:recallfrom Section6 thatthebestcase
(nocrashesno suspicionslight load)responséime of



our seneris 22.4ms (with a standarddeviation of 5
ms).

8 Futurework

It would be interestingto performa similar experi-
mentin a Wide AreaNetwork (WAN) settingaswell.
In sucha setting,messagelelaysvary alot morethan
in a LAN: hostscan even be partitionedfrom each
other Thus the environmentis closerto the asyn-
chronouamodelin which the FLP impossibility result
wasproven,andanexperimentmight urveil its effect.
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